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Introduction

The Annual Governance Statement is produced as part of the Statement of Accounts for approval by the Audit Committee before 30 June each year.  The Statement is accompanied by an action plan for picking up key issues requiring attention.

Attached is a copy of the Annual Governance Statement produced for 2008/09 together with the Action Plan showing progress against the issues identified as requiring attention.

The Committee is asked to note the progress being made against the action plan.  A process will be put in place to provide the Committee with regular updates on progress against this and future action plans.

Appendix 1 

The following key action points will be implemented during 2009/10:

	
	Findings
	Management response
	Lead officer
	Current position

	1
	Update the code of corporate governance into the appropriate format as published in “Delivering Good Governance in Local Government” by the Chartered Institute of Public Finance and Accountancy (CIPFA) and the Society of Local Authority Chief Executives (SOLACE), in July 2007.
	We will update the code of corporate governance to ensure that it is consistent with the format published in the CIPFA document “Delivering Good Governance in Local Government”.


	Assistant Chief Executive - Policy, Community Planning & Regeneration


	Research is being done into what a revised Code might look like. A draft of a revised Code is currently being prepared for initial consideration by the Corporate Governance Group with a view to submitting it for approval to Council in May.

	2
	Develop a corporate tracking mechanism for reporting external audit, high risk internal audit and inspection recommendations to CLT and the Audit Committee.
	We will review the existing corporate tracking mechanism to ensure that external audit, high risk internal audit and inspection recommendations are all appropriately reported.  
	Assistant Chief Executive - Policy, Community Planning & Regeneration


	· The Planning and Improvement Team have established a register of all external assessments and audits at both corporate and operational level. Details currently held within this register will be checked, and further detailed information added, by service areas in February 2010. Following this the register will be reviewed and updated at least twice a year. 

· External Audit and assessment reports will be reviewed by the Planning and Improvement Team and key recommendations extracted from these and inserted into the Corporate Improvement Plan. (Corporate Improvement Plan became operational in January 2010.) Actions to address key improvement recommendations will be established and noted

· Progress against improvement actions within the Corporate Improvement Plan will be monitored at least quarterly.

· Progress against improvement actions within the Corporate Improvement Plan will be recorded and tracked using a ‘Progress Tracker Spreadsheet.  This will summarise the number of recommendations and show which are: implemented, in progress; outstanding/overdue or disputed.  High level comments on progress will be retained in the tracker against the relevant month. This spreadsheet will complement the report provided by Internal Audit and will be available to Internal Audit for the provision of assurance.

· The Head of Internal Audit and Risk Management tracks all internal audit recommendations and reports progress to CLT and the Audit Committee. These reports are available to the Planning and Improvement Team to support the comprehensive management of key actions. Regular meetings will take place between the Head of Internal Audit and Risk Management and the Strategic Planning and Improvement Manager, to ensure a coherent and rigorous approach to improvement planning and management.

· A quarterly summary of improvement progress will be submitted to CLT (included each quarter within the monthly CLT Performance Report).  This will give a one-page summary of improvement activity and a detailed outline of progress for each critical recommendation.

· The Audit Committee will also receive a summary report with detailed updates on progress against critical recommendations; Frequency of reporting to the Audit Committee will be scheduled in the Committee’s forward plan.



	3
	Establish and maintain appropriate arrangements for the management of data and information as required by the Data Protection Act (includes the arrangements for dealing with complaints) 
	We will ensure that we establish and maintain appropriate arrangements for the management of data and information as required by the Data Protection Act.
	Director for Information Services and Programmes
	Governance

We have reviewed, updated and documented our corporate information governance mechanisms to ensure that roles and responsibilities are clear and comprehensive.  As part of this, we now ensure that there is a person in each area of the council whose job profile clearly defines his or her responsibility to lead on data security and other information governance in his or her area.

We have completed our annual review of policies and procedures relating to the way information is handled within ECC.  This ensures that they are in line with national standards including the Data Protection and Freedom of Information Acts. The policies are brought to the attention of staff through our performance review process and a rolling communications campaign. Our information security campaigns utilise the various channels available to the council, including posters, employee magazine articles, emails and intranet stories.

As part of our regular information governance process, security incident reports are now presented and discussed on a monthly basis at the Information and ICT Board to identify trends and where necessary address/reduce information risks to the organisation.  Improvements have been made to our security incident logging and reporting mechanisms to enable us to easily extract information and actions arising from security incidents and produce reports appropriate for the various audiences, facilitating improved awareness.  

 

Training

We have developed and are currently rolling out an e-learning package across Essex County Council.  75% of people working in Information Services have taken the test and the current pass rate is 61% on their first attempt and 100% passed after their second attempt (users get three attempts).  The module covers data security and information handling, with the key focus on Data Protection. Everyone who uses a computer will be required to complete the course and then undertake a test to demonstrate their learning and understanding. Management information on participants and their scores is centrally tracked, which allows us to monitor progress and understanding and appropriately focus our communications campaign. We anticipate that this will have been delivered to 70% of ECC by the end of financial year 2009/10. 

We have continued to deliver our face to face Excellent Information Handling course, which is primarily aimed at new starters and by the end of 09/10 expect 808 people to have attended this (an increase of 227% from last year).  It covers a wider range of information handling topics in detail. We are closely monitoring the rollout of the e-learning package and, if it is successful, will be looking to develop further policy and information compliance modules.

Process improvement

We actively continue to take steps to further improve our data security. Following the successful roll out of our encryption software to all laptops and desktops, we are introducing technological enforcement of password/pin protection on our BlackBerry devices and disabling the Outlook functionality that allows emails to be automatically forwarded to a non Essex County Council email address. This both promotes the secure transfer of data and further reduces the risk of information leakage.  These initiatives will be completed during 2009/10. 

In addition, we have implemented Privacy Impact Assessments following national best practice recommendations from the Information Commissioner’s Office. These assessments are mandatory for new systems and processes that involve personal information; they assess and identify areas of improvement for privacy compliance with the appropriate legislation and best practice including ISO27001 and the Data Protection Act.


