ESSEX FIRE AUTHORITY
Essex County Fire & Rescue Service

Audit, Governance and Review Committee

Wednesday, 21 Fire HQ,

14:00 January 2015

Quorum: one third of the Committee’s membership (5)

Membership

Councillor John Knapman Chairman
Councillor Barry Aspinell
Councillor Alan Bayley
Councillor Graham Butland
Councillor Michael Danvers
Councillor Andrew Erskine
Councillor Carlo Guglielmi
Councillor lvan Henderson
Councillor Paul Honeywood
Councillor Michael Hoy
Councillor Tom Kelly
Councillor Maggie McEwen
Councillor Colin Seagers
Councillor Peter Wexham
Councillor Andy Wood

For information about the meeting please ask for:

Judith Dignum (Committee Services Manager, Essex County Council)
03330134579 / judith.dignum@essex.gov.uk
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Essex Fire Authority and Committees Information

Meetings of the Authority and its committees are open to the press and public,
although they can be excluded if confidential information is likely to be considered.

Meetings are held at Essex County Fire and Rescue Services Headquarters,
Kelvedon Park, Rivenhall, Witham, CM8 3HB. A map can be found on the Essex
County Fire and Rescue Service’s website (www.essex-fire.qov.uk); from the Home
Page, click on ‘Contact Us’.

There is ramped access to the building for wheelchair users and people with mobility
disabilities.

Please report to Reception when you arrive. The meeting rooms are accessible by
lift and are located on the first floor of the building.

If you have a need for documents in an alternative format, in alternative languages or
in easy read please contact the Committee Services Manager (contact details on the
front page) before the meeting takes place. If you have specific access
requirements please inform the Committee Services Manager before the meeting
takes place.

The agenda is also available on the Essex County Fire and Rescue Service website,
(www.essex-fire.gov.uk). From the Home Page, click on ‘Essex Fire Authority’, then
scroll down the page and select the relevant documents.
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Part |

(During consideration of these items the meeting is likely to be open to the press and

10

public)

Pages

Apologies and Substitution Notices
The Clerk to report receipt (if any)

Declarations of Interest
To note any declarations of interest to be made by Members
in accordance with the Members' Code of Conduct

Minutes 5-10
To approve as a correct record the minutes of the meeting
held on 8 October 2014.

Internal Audit Progress Report 11-16
To consider a report by the Finance Director and Treasurer
(EFA/005/15)

Audit Recommendation Report on Progress Against 17 - 24
Action Plans

To consider a report by the Finance Director and Treasurer
(EFA/006/15).

Audit Reports 25-58
To consider a report by the Finance Director and Treasurer
(EFA/007/15).

Organisational Performance Report 59 - 66
To consider a report by the Director of Human Resources
and Workforce Development (EFA/008/15).

Budget Review November 2014 67 -74
To consider a report by the Finance Director and Treasurer
(EFA/009/15).

Draft Budget for 2015-16 75 - 96
To consider a report by the Finance Director and Treasurer
(EFA/010/15).

Treasury Management Strategy Mid-Year Report 97 - 108
To consider a report by the Finance Director and Treasurer
(EFA/011/15).
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11 Business Continuity 109 - 114
To receive a report by the Finance Director and Treasurer
(EFA/012/15).

12 Pension Governance 115-122
To consider a report by the Director of Human Resources
and Workforce Development (EFA/013/15).

13 Date of Next Meeting
To note that the next meeting of the Committee will take
place on Wednesday 22 April at 2.00pm.

14 Urgent Business
To consider any matter which in the opinion of the Chairman
should be considered in public by reason of special
circumstances (to be specified) as a matter of urgency.

Part Il
Exempt Iltems
(During consideration of these items the meeting is not likely to be open to the press
and public)

To consider whether the press and public should be excluded from the meeting
during consideration of an agenda item on the grounds that it involves the likely
disclosure of exempt information as specified in Part | of Schedule 12A of the Local
Government Act 1972 or it being confidential for the purposes of Section 100A(2) of
that Act.

In each case, Members are asked to decide whether, in all the circumstances, the
public interest in maintaining the exemption (and discussing the matter in private)
outweighs the public interest in disclosing the information.

15 Urgent Exempt Business
To consider in private any other matter which in the opinion
of the Chairman should be considered by reason of special
circumstances (to be specified) as a matter of urgency.
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ESSEX FIRE AUTHORITY
Essex County Fire & Rescue Service

ESSEX FIRE AUTHORITY
MINUTES OF THE MEETING OF THE AUDIT, GOVERNANCE & REVIEW COMMITTEE
HELD ON
WEDNESDAY 8 OCTOBER 2014 AT 14:00 HOURS

Present:

Councillor A Bayley Councillor C Guglielmi
Councillor I Henderson Councillor M Hoy
Councillor 3 Knapman (Chairman) Councillor M McEwen
Councillor C Seagers Councillor P Wexham

Councillor A Wood
The following Officers were present in support throughout the meeting:

Deputy Chief Fire Officer, Adam Eckley

The Finance Director and Treasurer, Mike Clayton

Assistant Chief Fire Officer, Safer and Resilient Communities, Paul Hill
Assistant Chief Fire Officer, Operations, Dave Bill

Director of HR and OD, Lindsey Stafford-Scott

Mr Charles Kerr, Treasurer, Kent Fire & Rescue Service

Ms Alison Kilpatrick, Kent Fire & Rescue Service

Mr Dan Harris, Baker Tilly (Internal Auditor)

Deputy Clerk to the Fire Authority, Shirley Jarlett.

Minute Secretary, Linda Boar

116. APOLOGIES FOR ABSENCE AND SUBSTITUTION NOTICES

Apologies were received from Councillors Aspinell, Butland, Danvers, Erskine and Kelly.
Apologies were also received from the Chief Fire Officer David Johnson and the Service Solicitor
Roy Carter.

117. DECLARATIONS OF INTEREST

There were no declarations of interest made by Members in respect of items included on the
agenda at this stage of the meeting.

The Deputy Chief Fire Officer declared an interest as having previously been an employee of Kent
Fire and Rescue Service for over 20 years.

118. MINUTES

The Committee received the minutes of the meeting held on 16 July 2014.
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Draft Minutes Audit, Governance & Review Committee 8 October 2014
Page 2 of 5

MATTERS ARISING

There were no matters arising.

Resolved:

It was resolved that:

1. The minutes be confirmed and signed as a correct record by the Chairman.

119. PRELIMINARY ENQUIRY INTO THE TREATMENT OF PENSION INJURY PAYMENTS
WITHIN THE FIRE FIGHTERS PENSION SCHEME

The Deputy Chief Fire Officer (DCFO) introduced the paper EFA/080/14 saying that the full EFA
had requested that this matter be considered by the Audit Governance & Review (AG&R)
committee when Charles Kerr (CK) could be asked to provide a report into an investigation he had
carried out into this matter and address Members with his findings. CK gave a short précis and
context of the matter and thanks were given to him for the document provided which gave
Members full detail. Members were advised that there are now twelve other Fire Authorities that
had been affected in a similar manner to that of the EFA.

Members raised the point of further investigations being undertaken but CK put to Members that
any further investigation would be costly and would not achieve any benefit for the Authority; the
length of time that has passed would prove difficult to examine in a meaningful manner and to
attempt to raise an insurance claim would be fruitless because the Authority has not actually lost
any money.

Councillor Wexham wanted assurances that nothing of this nature will arise in the future. The
DCFO stated that higher levels of assurance come with higher costs and risks must be mitigated.
The Director of HR & OD (D,HR&OD) is carrying out a thorough review of all pensions issues and
gave some further detail at this point; Members will be provided with a full report once this work is
completed.

Councillor Guglielmi confirmed his agreement to the sentiment put by CK and the DCFO.

The discussion then moved on to the fact that the EFA did experience a great number of pension
injury payments at the time in question but Members were reassured that since that time the
number of pension injury payments has disappeared. Furthermore at the time of this matter arising
Essex County Council provided financial services to the Authority with input from the current
Finance Director and Treasurer (FD&T) of this Authority but who cannot evidence what detail was
used at that time.

Councillor Hoy questioned whether the figures within item 8 of this agenda was connected to this
matter with officers advising that there was no connection.

Councillor Wexham showed his concern that Members were only able to consider what is put
before them and cannot audit what they do not view and the request that an internal audit is carried
out in conjunction with the Risk Management report; the Internal Auditor present confirmed that this
work is planned.

Councillor Guglielmi stated that it would be good to have an idea of the amount in the pension
account with the FD&T stating that there is approximately £10m made in payments per annum and
approximately £450m of future payments adding that the matter is complex.

Councillor Henderson spoke about the involvement of the pension’s regulator and covenants.
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Draft Minutes Audit, Governance & Review Committee 8 October 2014
Page 3 of 5

In summing up and providing the resolution below Councillor Knapman thanked CK and his team
for the professional and independent work they had undertaken.

Resolution:
It was resolved that Members:

1. Note the content of the report.

2. Accept the judgement that there is no need to pursue this matter any further acknowledging
that this Authority is aware what went wrong and to pursue this further would not provide any
greater detail and it was felt prudent not to spend any more funds in this area.

3. Agree that this committee directs the DCFO to approach all UK Fire & Rescue Services
(FRS) affected by the accounting treatment of pension injury payments to consider joint
representations to Government on the amount and timing of any repayments citing the
Government’s liability for keeping Fire Authorities properly informed.

4.  Agree that a proactive approach of auditors to pay attention to changes to accounting
procedures is adopted.

5. Consider that improved communications are required amongst financial professionals in the
UK FRS and directed the FD&T to explore ways of improving communications between and
within the Fire Finance Network to assure Members that knowledge of accounting
issues/mistreatment are raised at the time they are identified.

120. AUDIT REPORTS

The FD&T introduced this item EFA/081/14 and provided a commentary from the report provided.
The D,HR&OD then updated Members of the most recent developments since the audit report was
written in the area of SAP advising that recruitment and training is on-going which will aid a better
working practice.

Councillor Guglielmi asked for advice of the implementation date and whether there is enough
capacity for this work to be successfully rolled out with the D,HR&OD stating that it was expected

that this project will be completed within the next sixteen months.

Councillor Hoy spoke about the limitation of scope of this work and the appropriateness of the
payroll audit.

Resolution:

It was resolved that Members:

1. Note the content of the report.

121. AUDIT RECOMMENDATION — REPORT ON PROGRESS AGAINST ACTION PLANS

The FD&T provided a commentary to the paper provided EFA/082/14.

Councillor Knapman raised the question of what can be done to encourage all managers to submit
their Business Continuity plans in a timely fashion. The FD&T will provided a separate report to
this committee in the future but Officers did highlight that with the recent periods of industrial action
causing some disruption to business the submission of these plans have been impacted however
Members were advised that some Business Continuity exercises have still taken place.

Resolution:
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Draft Minutes Audit, Governance & Review Committee 8 October 2014
Page 4 of 5

1. Note the contents of this report.
122. INTERNAL AUDIT PROGRESS REPORT

A commentary to the paper provided EFA/083/14 was made by the Internal Auditor present.
Members were advised that this work was collated in conjunction with various clients of the
auditing firm.

Councillor Knapman raised the success of the Risk Workshop that had taken place that morning
and also requested that the report in future be printed in a larger font.

Resolution:

It was resolved that Members:

1. Note the contents of the report.

123. ORGANISATIONAL PERFORMANCE REPORT - AUGUST 2014
The D,HR&OD provided a summary of the paper submitted EFA/084/14.

Councillor Henderson showed an interest in the Retained Duty System (RDS) and requested
information on the effect of recruitment in that area. The Assistant Chief Fire Officer,
Operations undertook to share with Members contact details of local officers should Members
want to make direct contact with their local RDS station.

Councillor Hoy was interested to see the terms and conditions and what training is required for
RDS personnel with the D,HR&OD stating that training is generally between two to three hours
per week and undertook to provide Members with a full report at a future meeting of this
committee.

Councillor Wexham wanted to know how many hours were lost through industrial action and
this too will be provided to the full EFA in due course with Councillor Knapman highlighting that
it would be useful for Members to know this detail and this will allow them to understand the
scale of the problem.

Resolution:

It was resolved that Members:

1. Note the contents of the report.

124. TRANSPARENCY & CORPORATE PROCUREMENT CARD

Members were advised that all transactions in this area were published on the Authority’s website
but it was felt that this type of information is brought to this committee on an annual basis to
provide greater scrutiny with the FD&T advising that this will be provided to this committee as
requested; EFA/085/14 refers.

Councillor Knapman shared with those present the way in which corporate procurement cards are
used in other local authority organisations.

Councillor Guglielmi raised the question of whether these cards are actually required with officers
explaining how the process works within this Authority. Members were advised that line
management approval is required for any expenditure and following a question raised by
Councillor Wexham Members were advis%@gtétbq Iﬁ(ﬁl of credit approval is for the finance team
to consider in the first place.



Draft Minutes Audit, Governance & Review Committee 8 October 2014
Page 5 of 5

Councillor Hoy stated that he would like to see an internal audit carried out with the internal auditor

present stating that this is already planned on a three to five year interval.

Resolution:

It was resolved that Members:

1. Note the contents of the report.

2. Expenditure on Corporate Procurement Cards be provided to this committee on an annual
basis.

125. BUDGET REVIEW — AUGUST 2014

Officers confirmed, following Councillor Knapman’s enquiry that the pensions injury figures are not

included in the report provided EFA/086/14 with the FD&T stating that until the full position is

known in this regard he did not want to include any detail therein.

Expenditure during strike periods for operational cover was raised with Members being advised
that during these times more staff are required therefore costs are higher.

Councillor Knapman wished to know how the Service decided where to buy fire appliances from
with the FD&T advising that the Authority held a mini-competition using a framework developed by
The Consortium.

Acknowledgement was made of the prudent financial management being undertaken at this time.
Resolution:

It was resolved that Members:

1. Note the contents of the budget report.

ANY OTHER PART 1 BUSINESS

The Chairman was not informed of any other part 1 business from Members or Officers.

Meeting closed — 15.20

Date of next meeting — Wednesday 21 January 2015

Chairman, 21 January 2015
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ESSEX FIRE AUTHORITY
Essex County Fire & Rescue Service

MEETING AGENDA ITEM

Audit, Governance & Review

Committee 4
MEETING DATE REPORT NUMBER

21 January 2015 EEA/005/15

SUBJECT

Internal Audit Progress Report
REPORT BY

The Finance Director and Treasurer, Mike Clayton

PRESENTED BY

The Finance Director and Treasurer, Mike Clayton

SUMMARY

To consider the update provided by Baker Tilly on progress against the internal audit

action plan, attached as an appendix.
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’

BAKER TILLY

Essex Fire Authority

Internal Audit Progress Report

Audit, Governance & Review Committee meeting: January 2015
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Essex Fire Authority | 1

Introduction

The internal audit plan for 2014/15 was approved by the Audit, Governance and Review Committee on the 23
April 2014. This report provides an update on progress against that plan.

We have issued three final reports since the last Committee meeting.
We have also delivered the risk workshops, which will be used to inform our risk management opinion at the
year end.

Summary of Progress against the 2014/15 Internal Audit Plan

Assignment Original o Acgons.Agtreed
Reports considered today are shown in Tlmll’]g Status Opm'on . ( y pI’IO.I'I y)
bold High Medium Low
Human Resources — Q1
Transactional Process Final Report Amber / Red 2 1 3
(1.14/15)
Fleet Management (2.14/15) Q2 Final Report Green 0 0 0
Q2 Draft Report
Communications (3.14/15) issued 10 Dec
2014
Risk Management Workshop Q3/4 October 2014 Completed
Q2 Amber /
Fuel Cards (4.14/15) Final Report 1 0 1
Green
Performance  Management Q2 . Amber /
(5.14/15) Final Report Green 0 2 2
. . Q3 Revised timing
Risk Maturity March 2015
Budgetary Control & Financial Q2 Fieldwork In
Planning progress
Q4 Fieldwork In
Business Planning progress
Q4 Fieldwork In
Key Financial Controls progress
Follow up Q4 February 2015

Other Matters

Key Findings:

The Audit, Governance and Review Committee should note that the assurances given in our audit
assignments are included within our Annual Assurance report. In particular the Committee should note that
any negative assurance opinions will need to be noted in the annual report and may result in a qualified or

negative annual opinion. We have not identified any issues as a result of our work to date that will impact our
annual report.

No common weaknesses have been identified within our reports so far for 2014/15.
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Essex Fire Authority | 2

Planning and Liaison:

Internal Audit were requested by management to amend the original proposed timing of a humber of audits
due to the industrial action which resulted in delays in the completion of several audits against the originally
agreed timescales.

Information and Briefings:

We have issued two update electronically since the last Audit, Governance & Review Committee these
included areas on:

Emergency Services News Briefing October 2014
e Fire Incidents Response Times: England, 2013-14
Emergency Services News Briefing December 2014
e Emergency Services Collaboration — The Current Picture
e Future Control Room Services Scheme: Summary National Picture of Fire and Rescue
e Ex-Fire Regional Control Centres: Marketing and Disposal Summary Update

As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and
other professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Recommendations for improvements
should be assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a substitute
for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound
system of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that
may exist. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should there be any.

This report is supplied on the understanding that it is solely for the use of the persons to whom it is addressed and for the purposes set
out herein. Our work has been undertaken solely to prepare this report and state those matters that we have agreed to state to them.
This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from
Baker Tilly Risk Advisory Services LLP for any purpose or in any context. Any party other than the Board which obtains access to this
report or a copy and chooses to rely on this report (or any part of it) will do so at its own risk. To the fullest extent permitted by law, Baker
Tilly Risk Advisory Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable
for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.

This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise
permitted by agreed written terms), without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

Baker Tilly Risk Advisory Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25
Farringdon Street, London EC4A 4AB.

© 2013 Baker Tilly Risk Advisory Services LLP.
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ESSEX FIRE AUTHORITY
Essex County Fire & Rescue Service

MEETING AGENDA ITEM

Audit, Governance & Review

Committee 5
MEETING DATE REPORT NUMBER

21 January 2015 EFA/006/15
SUBJECT

Audit Recommendation — Report on Progress Against Action Plans

REPORT BY
The Finance Director & Treasurer, Mike Clayton

PRESENTED BY
The Finance Director & Treasurer, Mike Clayton

SUMMARY

This paper reports on the progress against the action plans developed by the Service in
response to audit reports. Items reported as completed in the previous quarter’s report have
been deleted from the table.

RECOMMENDATION

Members of the Audit Sub Committee are asked to review the progress.

BACKGROUND

This report brings forward the progress made by the Service in response to Audit
recommendations. It includes those made by the Audit Commission in their annual audit letter,
and in internal audit reports. The recommendations in the review of Risk Management are the
subject of a separate action plan and a progress report will be made to the next meeting of the
Committee.

RISK MANAGEMENT, LEGAL, FINANCIAL, ENVIRONMENTAL & EQUALITY
IMPLICATIONS

There are no risk management, legal, financial, environmental or equality implications from this
report.

LOCAL GOVERNMENT (ACCESS TO INFORMATION) ACT 1985

List of appendices attached to this paper: Table of Recommendations

Proper Officer: Mike Clayton

Contact Officer: The Finance Director and Treasurer

Essex County Fire & Rescue Service, Kelvedon Park, London Road,
Rivenhall, Witham CM8 3HB

Tel: 01376 576000

mike.clayton@essex-fire-gov.uk
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Agenda Item x
EFA/Oxx/15
Page 2 of 7

Source

Recommendation from
Audit report

Original (or amended) Service
Action Plan

Responsibility and
Timescales

Progress

Business Continuity

All Business Continuity Plans
should be submitted to the
Risk and Business Continuity
Team in a timely manner to
enable a regular review.

This is a perennial problem,
somewhat worse this year.
Department Managers will be
debriefed on this Audit to inform
them of the findings and
recommendation. The SDB and the
SMB will be asked to endorse the
recommendation

Risk & Business
Continuity Manager
Delayed from April 2014
to December 2014

Business Continuity

Each department should
assure itself that its key
suppliers or partners that
support a critical activity have
effective business continuity
management arrangements in
place and update their
Business Continuity Plans
accordingly.

Department Managers will be
debriefed on this Audit to inform
them of the findings and
recommendation. The SDB and the
SMB will be asked to endorse the
recommendation.

Risk & Business
Continuity Manager
Delayed from April 2014
to December 2014

Safer Communities

As part of the Safer
Communities Strategy review,
the draft should be submitted
to the Activ8 Community
Volunteers for consultation.

The Activ8 forum was set up as a
basis for consultation. This has been
replaced by a wider ranging
volunteer programme. We will
therefore liaise with our volunteers
when we review and update the
strategy in the Autumn of 2014. This
update will be published and made
available to the public by 28th
February 2015.

SDO Safer Communities
Feb 2015

On Track
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Agenda Item 7

EFA/xxx/14
Page 3 of 7
Source Recommendation from Original (or amended) Service Responsibility and Progress
Audit report Action Plan Timescales
ICT General Controls Management should ensure
that IT policies are periodically
reviewed, in particular the This can be reviewed as part of
Information Technology ensuring the CoCo for Airwave etc. | Head of ICT
Acceptable Use Policy, and all | as part of the Control relocation December 2014
IT policy documents should project
identify the date for review and
contain a review history.
ICT General Controls All network users should Agreed in principle to automate.
formally agree that they are Implementation deferred until Head of ICT Delayed
aware and will comply with the | resources available after completion | December 2015
ICT Acceptable Use Policy. of the Control Project.
Follow Up Review Fleet Management - Local . . . .
. This is being raised at meetings
Station Managers should be b
. . . etween the fleet department and
required to verify that daily local managers and will be detailed | Engineering Manager
checks have been conducted 9 9 g g On Track

and recorded within vehicle
log books.

is the Service level agreement under
review with Operations

December 2014
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Agenda Item 7

EFA/xxx/14
Page 4 of 7
Source Recommendation from Original (or amended) Service Responsibility and Progress
Audit report Action Plan Timescales
Follow Up Review Property - The Services Significant investment has been
should review the process to agreed by the Authority for an
record and monitor if repairs integrated Property Software
are completed within the Solution that will cover the RAG
required timescales. assessment of works. There is also
This could then be utilised to an interim measure in place on ,
: X Property Services
determine whether job sheets | orders. K
have been provided and use 10% checks of work are now Manager Ol 1ie
: . ) . December 2014
this as a basis to approve formalised the sample will be
payments for repairs increased only to the extent that it is
conducted by contractors. cost effective to do so.
A new system will enable job sheet
timeframes to be captured and
monitored.
Follow Up Review Reporting should be
undertaken using the system
Dream to monitor ordering
patterns that may be indicative Purchasing & Supplies
of disaggregated ordering Agreed Manager On Track
practice. It is recommended December 2014
these be run twice a year,
unless major issues are
uncovered.
HR Transactional We would recommend that a . .
Processes Workshop is run to identify the HR \rlg\(/aigvv:/”o?‘eprc?cdeesrszzl?g :n(;cl)jrneptlﬁtei/ Head of HR
Transactional processes and to March 2016 On Track

identify opportunities for process
simplification and automation.

remain fit for purpose, under the SAP
Next Steps Project.
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Agenda Item 7

EFA/xxx/14
Page 5 of 7
Source Recommendation from Original (or amended) Service Responsibility and Progress
Audit report Action Plan Timescales
HR Transactional In relation to the aspect of The review of processes will include
Processes Frequently Asked Questions reviewing the FAQs as a dependency
(FAQSs) there is a need for an and will include all relevant links
overhaul of the current system.
Where appropriate, the team will
signpost staff to the FAQs — an
additional sentence will be added to the
intranet site to guide staff to do this and | Head of HR & OD On Track
the team will ask them if they have July 2015
accessed the FAQs if they call and send
a link to the FAQs if they have e-mailed.
A process will be introduced to review
requests received that cannot be
answered via an existing FAQ to
introduce new FAQs where appropriate.
HR Transactional The training delivered t(.) the HR SMB have recently approved a business
Processes Team should be formalised to case re next steps for SAP which will
g\r/]vsali(raec;tpﬁol_\/'ﬁéiﬁwyirtﬁi;lglghe address some of the current issues
- including reporting, a review of training
SAP System. Th_e Training should required and a full training programme
be en_hanced to |qc!ude f”fthef for all relevant staff. It is expected that
technical SAP training. This could | i training will be provided in-house Head of HR & OD On Track

be delivered by;

[1 Outsourcing specialist SAP
training; or

[ ldentifying whether a SAP
specialist could be employed by
the Authority.

from the current Project Manager who is
working on the SAP development
programme. The Project Manager is
also exploring options for SAP reporting
and upskilling.

July 2015
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Agenda Item 7

EFA/xxx/14
Page 6 of 7
Source Recommendation from Original (or amended) Service Responsibility and Progress
Audit report Action Plan Timescales
HR Transactional The Authority should develop and
Processes adopt a more functional and less
manually intensive process for
the receipt and management of
queries. There will be a need to
ensure that a structured and SAP specialist/helpdesk operative
automated workflow/ call system | would be involved in workflow/call
is established to manage the system, call logs, response rates — if
process and include as a this does sit within IT — will need joint
minimum; working Head of HR & OD
[1 A Senior Responsible Officer; Head of ICT On Track
U RAG rating; RAG rating/triage for calls/emails will be | jyne 2015

[1 Timescales per query.

The reporting functionality should
also be reviewed to determine
whether automated reports can
be run, to ensure accuracy and
use of information to inform
decision making.

introduced as part of process review
and improvement — this will include
SLAs/timescales for responding.

HR Transactional
Processes

Care should be taken to ensure
that all second checking of
documents is undertaken before
issue. In addition we would
recommend that the Aide
Memoire is updated to reflect the
dip sampling undertaken.

We have a new HR Support Team
Manager (Angela Mayers) who will be
ensuring that a robust first check is
sufficient.

Head of HR & OD
October 2014
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Agenda Item 7

EFA/xxx/14
Page 7 of 7
Source Recommendation from Original (or amended) Service Responsibility and Progress
Audit report Action Plan Timescales
HR Transactional The Authority should undertake a
Processes ‘Phase Two’ of the HR
Transaction Project to ensure the
original PID is delivered.
The next steps project for SAP will
A separate Project Initiation address these issues. This is expected
Document (PID) should be to be a 12 — 18 month project, so
drafted for 'Ehe P)hase Two piece benefits realisation Willpbejsubject to the Head of HR & OD On Track

of work and the Benefits identified
within the original PID should be
substantiated.

The measures must also be
guantified to ensure the Authority
can identify whether all benefits
have been realised.

project milestones which are yet to be

scoped and agreed.

March 2016
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ESSEX FIRE AUTHORITY
Essex County Fire & Rescue Service

MEETING AGENDA ITEM

Audit Governance &

Review Committee 6
MEETING DATE REPORT NUMBER

21 January 2015 EFA/007/15
SUBJECT

Audit Reports

REPORT BY
The Finance Director & Treasurer, Mike Clayton

PRESENTED BY
The Finance Director & Treasurer, Mike Clayton

SUMMARY

This paper provides three internal audit reports for review.

RECOMMENDATION

Members of the Committee are asked to note the contents of the reports.

BACKGROUND

This is a covering paper for the following external and internal audit reports being submitted to

the meeting of the Audit, Governance & Review Committee. The following reports are to be
considered at the meeting;

Audit Area Audit Conclusion
Fleet Management Substantial Assurance
Performance Management Reasonable Assurance
Fuel Cards Reasonable Assurance

RISK MANAGEMENT IMPLICATIONS

Internal audit reports form part of the risk management arrangements for the authority.
Progress on the implementation of agreed recommendations is also reported to the Committee.

LEGAL, FINANCIAL, ENVIRONMENTAL AND EQUALITY IMPLICATIONS

There are no relevant implications from this report.
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LOCAL GOVERNMENT (ACCESS TO INFORMATION) ACT 1985

List of appendices attached to this paper:
Internal Audit Report Fleet Management
Internal Audit Report Performance Management
Internal Audit Report Fuel Cards

List of background documents (not attached):

Proper Officer:

Mike Clayton

Contact Officer:

The Finance Director and Treasurer

Essex County Fire & Rescue Service, Kelvedon Park, London Road,
Rivenhall, Witham CM8 3HB

Tel: 01376 576000

mike.clayton@essex-fire.gov.uk:
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2.14/15
Contents
Section Page
Executive Summary 1
Action Plan 5
Findings and Recommendations 6
Debrief meeting 29 October 2014 Auditors Dan Harris - Head of Internal Audit
Draft report issued 3 December 2014 Suzanne Lane - Senior Manager
Responses received 22 December 2014 AETT Grlslley i Assstar.lt BEEE S
Grant Spilsbury — Assistant Manager
Kim Hancock — Analyst
Final report issued 22 December 2014  Client sponsor Glenn McGuinness - Deputy Director of
Finance
Distribution Glenn McGuinness - Deputy Director of
Finance

Peter Warner - Engineering Manager

As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and other
professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Recommendations for improvements should be
assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a substitute for management’s
responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of internal controls rests
with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied
upon to identify all circumstances of fraud and irregularity should there be any.

This report is supplied on the understanding that it is solely for the use of the persons to whom it is addressed and for the purposes set out herein.
Our work has been undertaken solely to prepare this report and state those matters that we have agreed to state to them. This report should not
therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from Baker Tilly Risk Advisory Services
LLP for any purpose or in any context. Any party other than the Authority which obtains access to this report or a copy and chooses to rely on this
report (or any part of it) will do so at its own risk. To the fullest extent permitted by law, Baker Tilly Risk Advisory Services LLP will accept no
responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of whatsoever nature
which is caused by any person’s reliance on representations in this report.

This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted
by agreed written terms), without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

Baker Tilly Risk Advisory Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street,
London EC4A 4AB.

© 2013 Baker Tilly Risk Advisory Services LLP
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Executive Summary

Introduction
An audit of Fleet Management was undertaken as part of the approved internal audit periodic plan for 2014/15.

Essex County Fire & Rescue Service operates a fleet workshop at Lexden where maintenance and servicing is
carried out on the Authority’s operational equipment, fleet of fire appliances, specials and other vehicles. The
service use the ‘MIS’ system to maintain vehicle records electronically, this maps out when the vehicle
services are due and when inspections have been carried out. The fleet currently consists of 338 Vehicles and
656 items of equipment. The overall responsibility of fleet management is down to the Engineering Manager,
who is supported by an Assistant Engineering Manager, then a Transport Manager and a Workshop Manager.

A Vehicle and Equipment Asset Management Strategy has been set out for 2013-2017 to establish the
direction that the fleet management will follow, in maintaining, managing and adding to the fleet. The Service
has agreed to follow a joint venture with other Fire Authorities, in order to procure a regional pumping
appliance in order to gain greater value for money.

The Vehicle and Equipment Asset Management Strategy was due for a formal review and appraisal against
the progress made to date in July 2014; however this has been delayed due to waiting for the outcome of the
joint procurement exercise and placing the order for appliances for the next four years. This order has now
been placed but the specification is still being defined. In addition, the life cycle of the appliances has been
assessed and has been changed from 13 years to 15 years.

The Service adhere to Manufacturer’'s recommendations on service schedules and service content and the
Chief Fire Officers Association (CFOA) Transport Officers Group Best Practice Manual are followed for the
Maintenance requirements for the different types of vehicles.

The audit was designed to assess the controls in place to manage the following objectives and risks:

The Service manages its fleet to ensure both operational and support functions have

Objective access to vehicles and equipment that are fit for purpose, safety and legally compliant.

The Service is unable to respond to emergencies appropriately due to an inadequate fleet
Risk of vehicles and is at risk from legal challenge if vehicles and equipment are not maintained
and controlled in accordance with Road Traffic legislation.

Conclusion

Taking account of the issues identified, the Authority can take
substantial assurance that the controls upon which the
organisation relies to manage this risk are suitably designed,
consistently applied and effective.

The above conclusions feeding into the overall assurance level are based on the evidence obtained during the
review. The key findings from this review are as follows:

Effectiveness

Fleet Workshops are currently achieving 92% compliance with its urgent defects performance measure of
attending within three hours.

Design of control framework
We found that the following controls were designed adequately;

e The Vehicle and Equipment Asset Management Strategy has been developed to provide focus for the
activities of the Fleet Services Department in support of the wider organisational goals. Our review of the

Strategy confirmed that it is comprehenps'g@@@ﬁbﬁoq pyrpose.
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The Strategy incorporates the areas of procurement, servicing, maintenance, insurance and disposal. In
addition, the Strategy incorporates the CFAQ’s best practice for Fleet Management in readily available to
all staff members.

e The Service utilises MIS as its system Fleet Management System. The system is designed to capture all of
the information about the Service’s fleet including individual’s vehicle’s purchase, service and defect
history. During the audit we completed a walkthrough of the system in order to confirm that it was fit for
purpose and our sample testing confirmed that the system was being effectively and consistently used to
record the Service’s fleet history.

e  Procurement of fleet assets is undertaken in line with the financial regulations of the Authority, UK and
European regulations and statutory instruments appertaining to public contracts. Procurement exercises
are in accordance with the EFCRS procurement strategy. Where possible and to ensure best value,
procurements should be made through national, regional or collaborative frameworks, where frameworks
are not available tendering will mirror best practice as detail in the procurement strategy.

e Additions or changes to the fleet follow the above method and require a business case which includes the
rationale for the additional resources. This ensures that a formal justification is evidenced and placed in
context of this Strategy and considerations of alternative methods of provision are considered prior to
expenditure being incurred.

e  Through our sample testing of 15 vehicles we confirmed that the vehicles were procured using the NPIA
Framework which provided the Service with a 30.5% discount. Furthermore, a detailed business cases that
provided the justification for the purchases were produced and approved by the Deputy Chief Fire Officer.

e  Essex is the leading Authority on the Fire & Rescue Service Eastern Region - regional pumping appliance
procurement. The group currently consist of the following authorities:

Essex

Cambridgeshire

Bedfordshire

Hertfordshire

Norfolk and

Suffolk

e The group have agreed to work to together to specify and procure a generic type pumping appliance in
order achieve greater value for money and through economies of scale. To date Essex and Bedfordshire
have agree a generic type pumping appliance and have started procuring their appliance needs for the
next four years. This approach has provided the Service with greater negotiating powers and maximise
their value for money.

e Commissioning, servicing, repair and maintenance of fleet assets as applicable is carried out in
accordance with the guidelines of the CFOA Best Practice manual for fire service fleet maintenance,
manufacturer’s guidance, and national standards and also in accordance with the Fleet Workshops scope
of accreditation within its ISO9001:2008 Quality System.

e Each asset type is allocated an appropriate service plan and inspection schedule dependent on the nature
of the Vehicle and how it is used. This schedule is set up within the Fleet Management or the Equipment
Management MIS systems and is such that the closure of one job card of a specific job type will
automatically schedule the next due inspection or service according to pre-set plans. Prior to the start of
each month a job list is generated from the MIS system and passed to reception to make the booking.

e  Through sample testing of 15 Fleet Assets we confirmed that each had a schedule of works in place and
was being serviced in line with its programme and the information was being captured on the MIS system.
In addition, a review of the MIS system at the time of review noted that no Appliances were overdue a safe
inspection.

e Fleet Services seek to reduce down time of critical assets due to defects by continued delivery of 24/7
response service to end users. To this end following defect response categories have been developed:

o  One Urgent Day defect- Attend within 3 hours

o  One Urgent out of hours- Attend within 3 hours

o  Two- non urgent defect- attend within 24 or agreed between workshops & OIC
o  Three- non urgent- next time call at station or at next service.

All defects are reported to control who past the concern to workshop who then enter it into a workbook and a job
card is produced and given an engineer to correct the defect. Once completed the end date is added to the log
book. The log and jobs cards are used to populate MIS and Defects spreadsheet. Through our sample testing of
defects reported to workshop we confirmed that each defect was accuracy and consistently capture the MIS and
Spreadsheet reflect the source data held on the job cards and log book.

O O O O O O

e  The Service current insures its fleet vehicles with Zurich Municipal. The insurance policy permits the use of
the fleet vehicles in regards to the Service’s business, social domestic and pleasure purposes. The Service
is required to provide Zurich with a full list of fleet vehicles. We obtained and reviewed the Service’s current
Insurance certificates and confirmed tf]gblatéeéweglfplﬁagzre insured until 31st October 2015.
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We confirmed that the latest fleet list was provided to Zurich and confirmed that it is run every Monday from
the MIS system and submitted to the Transport Manager who reviews ensure that all of the vehicle are
recorded. In addition at the time of the audit we fully reconciled the fleet list back to the insurance coverage
and confirmed that it covers all current fleet assets.

« The Service currently replaces vehicles and equipment in accordance with an agreed and planned life
cycle and to a predetermined renewals programme as detailed in the asset file and the Strategy. Through
sample testing we confirmed that each of Vehicle had reach the end of its useful life as per the Strategy,
all were sold via a public auction as per the Financial regulations and proof of the sale and payment was
retained within the Vehicle’s file within the Fleet Management Office and the MIS system was updated
accordingly.

e The Fleet management monitors their KPI’'s on a monthly basis, to ensure that maintenance, repairs and
servicing are carried out timely and efficiently. The areas which are monitored are;

o Downtime
o Defects
o Defect Response times

The Fleet Tactical Forum is held on a bi-monthly basis to discuss matters relating to Fleet management.
Meetings are held ensuring that all KPI's are discussed in the Forum meetings and staff involved is aware of
issues. The FTF meetings are attended by; Fleet Services, Workshop, Transport, Training, Fire Safety,
Purchasing and Operations. Action points for faults found are agreed upon and updated in the meetings. The
FTF presently reports up into the Senior Management Board, prior to this they reported to the Vehicle and
Equipment Asset Management Group. From a review of the meetings minutes we confirmed that the KPI's
relating to; Downtime, Defects, and Defect Response Time are discussed and performance challenged.

Application of and compliance with control framework
Through the course of the audit our testing confirmed that the control framework was effectively applied and

complied with. No areas of weakness have been identified that have resulted in a recommendation being made.
Scope of the review

To evaluate the adequacy of risk management and control within the system and the extent to which controls
have been applied, with a view to providing an opinion. Control activities are put in place to ensure that risks to
the achievement of the organisation’s objectives are managed effectively. When planning the audit, the following
controls for review and limitations were agreed:

Limitations to the scope of the audit:
. Testing was on a sample basis only.

. We have not provided an opinion as to whether the correct or appropriate vehicles have been purchased.
) We have not provided an opinion as to whether the vehicles are in a fit for purpose condition.

. In addition, our work does not provide any guarantee against material errors, loss or fraud or provide an
absolute assurance that material error, loss or fraud does not exist. It should not, therefore, be considered
as a comprehensive review of all aspects of hon-compliance that may exist now or in the future.

The approach taken for this audit was a Risk-Based Audit.

Recommendations Summary

The following tables highlight the number and categories of recommendations made. The Action Plan at Section
2 details the specific recommendations made as well as agreed management actions to implement them.

Page 31 of 122
3



Essex Fire Authority

Recommendations made during this audit:

Our recommendations address the design and application of the control framework as follows:

Fleet Management
2.14/15

Risk: The Service is unable to respond to Priority

emergencies appropriately due to an

inadequate fleet of vehicles and is at risk

from legal challenge if vehicles and

equipment are not maintained and High Medium Low
controlled in accordance with Road

Traffic legislation.

Design of control framework 0 0 0
Application of control framework 0 0 0
Total 0 0 0

Additional Feedback

Good Practice Identified During the Audit

It is evident that the Authority follow the CFAQO'’s best practice for Fleet Management, with the Vehicle and
Equipment Asset Management Strategy commenting on the use of this is key areas.

All new purchases follow the same trail, all presented in a business case and procured via NPIA
Framework and the purchase orders were approved by the Deputy Fire Officer.

The MIS system plan has been set up to capture service plans and highlight when a service is required.
Defects follow a robust path; all defects reported are logged, have corresponding job cards, MIS records
and are present on the Defect spreadsheet.

The latest fleet list is run every Monday from the MIS system and submitted to the Transport Manager,
ensuring that all Vehicles are recorded.

All relevant information is inputted into the system regarding disposals, and documentation was present to
prove all sales were authorised by the Fleet Manager and were sold via public auction as per financial
regulations. With all sale and payment proof retained in the Fleet management office.

KPI data that was reported in the Fleet Technical Forum could be reconciled against the Defect, Defect
response, and Downtime spreadsheets.
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2.14/15

The priority of the recommendations made is as follows:

Priority Description

High

Medium Recommendations are prioritised to reflect our assessment of risk associated with the control weaknesses.

Low

Suggestion These are not formal recommendations that impact our overall opinion, but used to highlight a suggestion or idea that management|

may want to consider.

Ref

Recommendation

Categorisation | Accepted | Management Comment Implementation Manager
(Y/IN) Date Responsible

No recommendation raised during the review
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3 Findings and Recommendations

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all audit testing undertaken.

Controls (actual and/or Adequate Test Result / Implications Recommendation Categorisation
missing) Design
(yes/no)

Risk: The Service is unable to respond to emergencies appropriately due to an inadequate fleet of vehicles and is at risk from legal challenge if
vehicles and equipment are not maintained and controlled in accordance with Road Traffic legislation.

No areas of weakness identified.
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The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
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© 2013 Baker Tilly Risk Advisory Services LLP

Page 36 of 122



Essex Fire Authority Performance Management

1.1

1.2

5.14/15

Executive Summary

Introduction

An audit of Performance Management was undertaken as part of the approved internal audit periodic plan for
2014/15.

Essex County Fire and Rescue Service has in place a Service Strategy which has been approved by Essex Fire
Authority and covers the five year period from 2014/15 to 2018/19. Each of the six Service Objectives within the
Strategy is supported by between one and six success measures.

In order to monitor performance against these success measures, a range of performance indicators has been
developed which record performance based on data taken from the Service’s information systems. Performance
data is collated centrally by the Performance Team and is reported on a monthly basis to the Strategic Delivery
Board, and then to the Strategic Management Board and the Audit, Governance and Review Committee.

The audit was designed to assess the controls in place to manage the following objective and risk:

L To ensure management have clear and accurate information to make informed
Objective -
decisions
Risk Loss of Reputation
Conclusion

Taking account of the issues identified, the Authority can take
reasonable assurance that the controls upon which the
organisation relies to manage this risk are suitably designed,
consistently applied and effective.

However we have identified issues that, if not addressed, increase
the likelihood of the risk materialising.

The above conclusions feeding into the overall assurance level are based on the evidence obtained during the
review. The key findings from this review are as follows:

Effectiveness

The performance figures for the sample of measures which we tested were as follows for the end of September
2014:

Performance measure Outturn Sept 14 Target
Rate of deaths and injuries from primary fires 5.6 4
Appliance availability 85.8% 94%
Mobilisation 98% Grouped
indicator
Average days/shifts lost to sickness absence per person per year 8.6 8

We have confirmed that these figures reconcile to source data.

Design of control framework
We found that the following controls were adequately designed:

. A Service Strategy is in place which sets out objectives for the Service and how these will be measured.
The Strategy was reviewed during the last financial year and came into effect from 1 April 2014. It covers
the five year period 2014/15-2018/19.

) Targets were set by the Service with the aim of bein% in the top quartile of the Family Group 4 benchmarking
group. The targets were approved byEagex Bifefutidafity.
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Definitions for all performance measures are held. These are either defined locally or remain the same as
the old BVPI/National Indicator definitions as issued by the DCLG.

Strategic Delivery Board (SDB) receives monthly organisational performance reports. Every third report is
also reported to Strategic Management Board (SMB) i.e. they get the monthly report once a quarter, not a
combined quarterly report. The Audit, Governance and Review Committee also receives the same reports
as SMB, and an annual report is presented to the Fire Authority at the year end.

The performance report described above is a RAG rated dashboard report which shows performance
against target as:

o blue (more than 10% better than target),
o green (better than target by up to 10%),
o amber (worse than target by up to 10%)
o red (worse than target by more than 10%).

Performance is shown over a rolling 12 month period so that trends are easily visible. Each Performance
Report is accompanied by a narrative report explaining performance figures and trends. Commentaries
input by owners onto Actuate are used to compile the report.

There is a facility on Actuate for managers to add commentary on their performance measures and also add
actions to address any issues identified with the performance figure reported.

We also identified the following weakness with the design of the control framework and have made one Medium
priority recommendation:

We are advised that red performance measures (below target) should have a commentary, and also blue
ones (performing above target) which are dropping, and that this should be updated each month, however
this is not formalised in any guidance or procedure notes. There is also no formal guidance as to whether
action plans and commentaries should be subject to review for reasonableness and for progress in
completing the actions.

Application of and compliance with control framework

We found that the following controls were adequately applied and consistently complied with:

We obtained a copy of the minutes of the Essex Fire Authority meeting on 4 December 2013 and confirmed
that the Service Strategy had been approved.

We obtained evidence of benchmarking that had been undertaken and confirmed in the minutes of the
Essex Fire Authority meeting on 16 April 2014 that targets for most of the performance measures had been
approved at that meeting. We also confirmed through review of the appropriate minutes that the target for
Call Handling had been agreed by Policy and Strategy Committee on 17 March 2010 and that the current
targets for mobilisation were agreed by the Audit, Governance and review Committee on 12 October 2011.

We took a sample of four performance measures and confirmed for the performance indicators making up
the measures that the targets agreed by EFA (or its subcommittees) were those recorded on Actuate and
which were being worked to and reported against.

For each of the sampled indicators we confirmed that:
o Sickness absence

We obtained screen shots from the Actuate system which showed the figures from the system that had
been used to calculate the performance figure for September (rolling 12 months). We obtained a copy
of the spreadsheet containing the imported data from SAP and confirmed that the figures on Actuate
could be traced to the SAP extract spreadsheet.

o Total Appliance Availability

We obtained a copy of the spreadsheet into which data had been extracted from the Control system
StatsNX. We confirmed that the calculation that had been done on the spreadsheet using this data
matched the figure reported on Actuate.

o Rate of Deaths/Injuries

We obtained the results of a Sequel lookup from the IRS system and, using the population figure on
Actuate, confirmed that the resulting calculated figure corresponded to the figure reported on Actuate.

o Call Handling Page 38 of 122
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We obtained the results of the Sequel lookup from the Control system and recalculated the performance
figure, which matched what was recorded on Actuate.

o Mobilisation - Whole time and Retained

We obtained the results of the Sequel lookups from the Control system and recalculated the
performance figures, which matched those recorded on Actuate.

. We obtained the performance report presented at the October SDB meeting and confirmed that for each of
the sampled indicators the figure reported was the same as recorded on Actuate (September outturn).

o Responsibility for each indicator is assigned to an Owner. As most indicators are reported by location,
Owners are set for each location as well as at the top level.

. We tested that for each of the sampled Pls that ownership had been appropriately assigned.

We also identified the following areas of weakness with the control framework where we have made one Medium
priority recommendation:

. We noted that for nine performance measures no performance was yet being reported and data was not yet
being gathered.

We also made two Low priority recommendations in relation to the application of the control framework.

1.3 Scope of the review

To evaluate the adequacy of risk management and control within the system and the extent to which controls have
been applied, with a view to providing an opinion. Control activities are put in place to ensure that risks to the
achievement of the organisation’s objectives are managed effectively. When planning the audit, the following
limitations were agreed:

Limitations to the scope of the audit:
) Testing was undertaken on a sample basis only.

. We do not endorse a particular means of performance management. It remains the responsibility of the
Authority and senior management to agree and manage information needs and to determine what works
most effectively for the organisation.

. Our work does not provide an absolute assurance that material errors, loss or fraud do not exist.
The approach taken for this audit was a Risk-Based Audit.
14 Recommendations Summary

The following tables highlight the number and categories of recommendations made. The Action Plan at Section
2 details the specific recommendations made as well as agreed management actions to implement them.

Recommendations made during this audit:

Our recommendations address the design and application of the control framework as follows:

Priority
High Medium Low
Design of control framework 0 1 0
Application of control framework 0 1 2
Total 0 2 2
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Recommendations implemented since the previous audit in this area:

Date of previous audit: February 2013

Assurance: High Medium Low

Number of recommendations made during

previous audit 0 4 0
Number of recommendations implemented 0 3 0
Recommendations not yet fully 0 1 0

implemented:

We previously recommended that actions should be updated monthly including set completion dates and
responsible officers assigned for each action. Whilst we have confirmed that actions are updated on Actuate,
there is no process in place to assign actions or to monitor that actions have been completed. We have made a
Medium priority recommendation.

1.5 Additional Feedback

Good Practice Identified During the Audit

For those performance measures where performance is shared by other Services, benchmarking data is
included on Actuate alongside performance and targets. This allows Owners to immediately see not only how
their area is performing against target but also against similar organisations.

We have also made the following suggestion that Essex Fire Authority may wish to consider:

Suggestions Made During the Audit

Management should consider whether the Terms of Reference for SDB and SMB should include the
frequency of meetings. This was part of a previous recommendation, the remainder of which has been
implemented.

We have included some comparative data to benchmark the number of recommendations made, as shown in the
table below. In the past year, we have undertaken a number of audits of a similar nature in the sector.

Level of Assurance Percentage of Reviews Results of this Audit
Green 60%

Amber/Green 20% X
Amber/Red 20%

Red

Recommendations Average number in similar audits Number in this audit
Recommendations made 24 4
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2 Action Plan
The priority of the recommendations made is as follows:
Priority Description
High
Medium Recommendations are prioritised to reflect our assessment of risk associated with the control weaknesses.
Low
Ref Recommendation Categorisation | Accepted @ Management Comment Implementation Manager
(YIN) Date Responsible
1.1 Management should ensure that the Low Y Already in place. Sickness data is = Complete BP
sickness figures are corrected and that already subject to re-checking
there is a process in place to ensure the throughout the year as the
data is validated prior to be it being headline figure is affected by
reported. variations in recording of sickness
such as late recording by
managers. Each month the
figures are re-run for the whole
year to date.
1.2 The Service should ensure that in order to Medium Y The structure of the department is = April 2015 BP
be able to measure performance against being finalised, following that
the Service Objectives  sufficient vacancies can be filed and the
resources are directed to the processes to necessary resources will be in
capture the data necessary. place to achieve the data capture.
1.3 Management  should ensure that Low Y This is a configuration issue of the = Jan 2015 BP
Ownership is correctly assigned for all performance management
performance measures. system.  Ownership of the
performance measures is not
disputed and is identified within
the business plans for individual
departments.

Page 41 of 122

5




Essex Fire Authority

Performance Management

Quality guidance document for Owners of
performance measures and users of the
Actuate system. This should state
responsibilities including:

Requirement for Owners to provide
a monthly commentary, and on
which measures (e.g. all, or only
blue and red).

Requirement for actions to be
updated monthly and monitored for
progress. A process should be put
in place to enable to progress of
actions to be monitored.

Deadline for commentaries and
actions to be added in time to meet
reporting deadlines for SDB and
SMB.

The guidance document could also
include guidance on other matters such

as:

Deadlines for submission of any
data not gathered centrally.

Responsibilities for data validation
where manual data gathering or
calculation is required.

framework is planned which will
cover the areas described.

5.14/15
Ref Recommendation Categorisation | Accepted Management Comment Implementation Manager
(Y/N) Date Responsible
14 Management should produce a Data Medium Y A performance management April 2015 BP
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Findings and Recommendations

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all audit testing undertaken.

Performance Management

5.14/15

Controls (actual and/or Adequate Test Result / Implications Recommendation Categorisation
missing) Design
(yes/no)
Risk : Loss of Reputation
1.1 Definitions for all performance Yes We obtained screen shots from the Actuate system Management should Low
measures are held. These are which showed the figures from the system that had ensure that the sickness
either defined locally or remain been used to calculate the Sickness Absence figures are corrected
the same as the old performance figure for September (rolling 12 and that there is a
BVPI/National Indicator months). We obtained a copy of the spreadsheet process in place to
definitons as issued by the containing the imported data from SAP and ensure the data is

DCLG.

confirmed that the figures on Actuate could be
traced to the SAP extract spreadsheet.

It was, however, identified during the course of the
audit that, although the figure reported in
September was correct, there was an issue with
the accuracy of the 12 month figures in October
and April, May and June. Although the reason for
this is unknown, the Performance Manager stated
that it is likely to be human error as there is an
element of manual calculation and input to this
indicator.

If data is not validated there is a risk that incorrect
performance information could be reported, which

could potentially lead to incorrect management
decisions.
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Performance Management

5.14/15

1.2

Controls (actual and/or
missing)

An Organisational Performance
Report is reported to SDB on a
monthly basis, and SMB and
Audit, Governance and Review
Committee on a quarterly basis.

The Performance Report is a
RAG rated dashboard report
which ~ shows  performance
against target as:

blue (more than 10% better than
target),

green (better than target by up to
10%),

amber (worse than target by up
to 10%)

red (worse than target by more
than 10%).

Performance is shown over a
rolling 12 month period so that
trends are easily visible.

Each Performance Report is
accompanied by a narrative
report explaining performance
figures and trends.
Commentaries input by Owners
onto Actuate are used to compile
the report.

Adequate
Design
(yes/no)

Yes

Test Result / Implications

We obtained the performance reports prepared for
the July, August and September SDB meetings.
We reviewed the reports and noted that in each
month the narrative report provided commentary by
Service Objective for each relevant performance
measure, and that the performance report was
accompanied by a RAG rated dashboard report
which showed performance on a monthly basis for
the previous 12 month period.

We noted that for a number of performance
measures no performance was being reported.
These were:

. Total Essex Leisure Premises Risk Scores

. Total Essex Workplace Premises Risk
Scores Project Cost variation

. Project schedule variation

. Respondents satisfied with the response they
received

) Improved staff satisfaction

. % of employees satisfied with the training
they receive to do their role

. Annual reduction in carbon footprint

) % of respondents aware of the work
undertaken by the Service

) Improved satisfaction with leadership within
the Service.

We obtained evidence that the staff engagement
survey was underway which would inform three of

Recommendation

The Service should
ensure that in order to
be able to measure
performance against the
Service Objectives
sufficient resources are
directed to the
processes to capture the
data necessary.

Categorisation

Medium
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13

Controls (actual and/or
missing)

Responsibility for each
performance indicator is
assigned to an Owner. As most
performance indicators  are
reported by location, Owners are
set for each location as well as at
the top level.

Adequate
Design
(yes/no)

Yes

Test Result / Implications

the above measures. The Performance
Information Manager confirmed that the external
surveys were going to be developed following the
completion of the internal survey work.

The Performance Information Manager also
confirmed that the Risk scores were annual
measures and that this was the first year of
reporting, and that the Project Costs and Carbon
Reduction measures were waiting for posts to be
filled before the data could be gathered and
performance reported.

If performance against all agreed measures is not
reported, there is a risk the Authority will not be
able to monitor the progress of the strategic
Service Objectives.

For the sample of performance measures we
interrogated  Actuate to ascertain  whether
Ownership had been assigned. We identified that:

. Sickness - Ownership had correctly been
assigned to the Head of HR.

. Rate of injury and death - Ownership had
correctly been assigned to the SDO Safer
Communities.

) Total Availability - Ownership had correctly
been assigned to the ACFO Operations. We
noted, however, that ownership below this
had not been consistently assigned. In
addition, the Owner's Assistant was named
as the SDO Safer Communities, but this was
incorrect.

° Call Handling - Ownership was correctly

Recommendation

Management should
ensure that Ownership
is correctly assigned for
all performance
measures.

Categorisation

Low
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14

Controls (actual and/or
missing)

There is a facility on Actuate for
managers to add commentary
on their performance measures
and also add actions to address
any issues identified with the
performance figure reported.

We are advised that red
performance measures (below
target) should have a
commentary, and also blue ones
(performing above target), and
that this should be updated each
month, however this is not
formalised in any guidance or
procedure notes.

There is also no formal guidance
as to whether action plans and
commentaries should be subject
to review for reasonableness and
for progress in completing the

Adequate
Design
(yes/no)

No

Test Result / Implications

assigned to the SDO Safer and Resilient
Communities.

° Mobilisation - This was assigned to the Chief
Fire Officer but below this had not been
assigned. The Chief Fire Officer is ultimately
responsible for all performance measures.

Whilst we acknowledge that responsibility has been
taken for each of the performance measures and
that commentary was being added even where
there was no named Owner on Actuate, there is a
risk that if Owners are not formally assigned the
measure may not be properly monitored.

We obtained screen prints from Actuate for the
sample of performance measures to ascertain
whether commentaries were being made and
actions updated.

We noted that in all cases commentary and action
plans had been added for October except for Call
to Alert in 90 seconds where there was no
commentary or action plan added for October. We
identified by looking on Actuate with the
Performance Information Manager that no
commentary had been added during 2014/15 for
this indicator.

We are advised that red performance measures
should have a commentary, and also blue ones
(performing more than 10% above target), however
this is not formalised in any guidance or procedure
notes.

Without guidelines for users as to when
commentaries should be added, there is a risk that

Recommendation

Management should
produce a Data Quality
guidance document for
Owners of performance
measures and users of
the Actuate system.
This should state
responsibilities including:

e Requirement for

Owners to
provide a
monthly

commentary, and
on which

measures  (e.g.
all, or only blue
and red)

e Requirement for
actions to be
updated monthly

Categorisation

Medium
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Controls (actual and/or Adequate
missing) Design

(yes/no)
actions.

Test Result / Implications

inconsistent practices will be followed.

We noted that in order to see previous actions it is
necessary to scroll back through periods. There is
no easily viewable summary of actions for each
performance measure which would allow
management to check that actions are appropriate
and address the gap identified, or that actions are
being completed.

Whilst we note that actions are now being added to
Actuate to address performance issues, there is a
risk that these actions may not be appropriate if not
reviewed, and that actions may not be completed if
they are not monitored.

Recommendation

and  monitored
for progress. A
process should
be put in place to

enable to
progress of
actions to be
monitored.

e Deadline for
commentaries

and actions to be
added in time to
meet  reporting
deadlines for
SDB and SMB.

The guidance document
could also include
guidance on  other
matters such as:

. Deadlines for
submission of any
data not gathered
centrally.

. Responsibilities
for data validation
where manual
data gathering or
calculation is
required.

Categorisation
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1.2

4.14/15

Executive Summary

Introduction
An audit of Fuel Cards was undertaken as part of the approved internal audit periodic plan for 2014/15.

Essex Fire and Rescue Service (hereby known as the ‘Service), has as extensive Fleet that covers; Fire
Engines, Specialist Vehicles, Specialist Fire Appliances, Fleet Vehicles and Vans, Pool cars, Mini-buses, and
Senior Management Vehicles.

The management of fuel cards and bulk fuel purchases is the responsibility of the Transport Department which is
based at the Lexdon premises of EFA Ltd, a trading name of Essex Fire Authority, who are contracted to
maintain the Services fleet of vehicles.

Fuel cards are used for service vehicle refuelling of both diesel and unleaded vehicles. Allstar Fuel cards have
been used by the service for numerous years, as they cover a larger area and choice of filling stations. The
Allstar cards are provided in three different concepts; wild cards for general use on any vehicle, registered to
individual vehicles, or registered to a named individual who are Senior Management.

The majority of fuel is purchased through the Allstar card scheme, meaning that the Service pay the price of retail
fuel. There are no policies in place for fuel card usage, therefore both premium and standard grades of fuel are
purchased throughout the Service. Senior Management are allowed to use their vehicles and fuel cards for
private use.

The actual Fuel costs for 2012/2013 and 2013/14 have been under their designated budget, achieving actual
outturn of 96% and 93% against budget. Current year expenditure is also on target to be below budget (at the
end of period 7 the Service had spent 46% of the budget).

The audit was designed to assess the controls in place to manage the following objectives and risks:

Objective To ensure fuel usage is managed to keep costs to a minimum
Risk Fuel is purchased for vehicles not owned by Essex Fire Service and fuel used for
private mileage is not recharged.

Conclusion

Taking account of the issues identified, the Authority can take
reasonable assurance that the controls upon which the
organisation relies to manage this risk are suitably designed,
consistently applied and effective.

However we have identified issues that, if not addressed, increase
the likelihood of the risk materialising.

The above conclusions feeding into the overall assurance level are based on the evidence obtained during the
review. The key findings from this review are as follows:

Design, application and control of the control framework

o Fuel budgets are monitored on a monthly basis in order to flag up any discrepancies immediately. The
Authority in the past consecutive three financial years have come in below budget for fuel costs, showing
that regular monitoring and budget setting is working effectively and efficiently.

. Staff using Service vehicles are required to maintain a detailed record of the journeys undertaken. From a
sample check we confirmed that they record the following in the vehicle log book for each journey:

o Date;

Fleet Number,

Destination/ Purpose, Mileage,
Name of user, and

Any Fuel purchases (quantitp'gsjgsf,qr lifeppo
1
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. Fuel cards are issued in four ways:
1. They are allocated to a vehicle so that a record of all fuel purchases can be maintained for each of the
Service's pool cars and vans.
2. They are also issued to a member of staff in the Service. Staff issued a fuel card may use their card to
purchase fuel for any of the Services' vehicles. Fuel cards should have the staff name embossed
3. Service has blank cards which can be allocated to staff, and these are known as ‘wild’ cards.

4. An equipment cards are retained in the station's general office, for purchasing petrol for equipment held
within the station. Anyone with photo ID can use these.

. The Transport Department maintains a log of all cards issued with the expiry date which we confirmed as
accurate from card numbers recorded on Allstar invoices for the previous two months. The Transport
Support Officer updates the Allstar system when a vehicle is disposed or a member of staff leaves the
Service. The card should then be destroyed. We also confirmed that;

o Those cards issued to named individuals were currently on the payroll;
o Those cards issued to a vehicle were currently in the fleet.
. An FB226 form is used to record fuel purchased by individual card holders and fuel receipts should be

attached. These are used by the Transport Department to reconcile the monthly statements received
from Allstar. From the review of a sample covering Allstar invoices from the previous four months we
confirmed that reconciliations had been performed and invoicing was accurate.

. The Transport Department informs Finance of the appropriate cost centres for each of fuel transactions
so that the ledger can be updated accordingly for monthly reporting. As part of this process a sense

check is undertaken by the Transport Administration to ensure that card usage is as expected,
investigating any significant fluctuations in card use.

We highlighted the following design issue, which resulted in a High priority recommendation being made;

. There is no policy and procedures in place for the use of fuel cards which could result in financial risk and
misuse of the cards. (High)

We have found no significant issues with the compliance and application of the control framework, however we
we have made one low priority recommendation which is detailed in the action plan below.

We have also made one low priority recommendation detailed the action plan below.
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Scope of the review

To evaluate the adequacy of risk management and control within the system and the extent to which controls
have been applied, with a view to providing an opinion. Control activities are put in place to ensure that risks to
the achievement of the organisation’s objectives are managed effectively. When planning the audit, the following
controls for review and limitations were agreed:

Limitations to the scope of the audit:

. This audit was conducted on a sample basis. We have not therefore given an opinion on all transactions,
but only based on the sample selected.

We have not included the billing process with suppliers for fuel charged on cards.

We have not given any assurance that all mileage claims were for business purposes.

We have not given an opinion on the security arrangements for the storage of bulk fuel.

Our work does not provide any absolute assurance that material error; loss or fraud does not exist.

The approach taken for this audit was a Risk-Based Audit.

Recommendations Summary

The following tables highlight the number and categories of recommendations made. The Action Plan at Section
2 details the specific recommendations made as well as agreed management actions to implement them.

Recommendations made during this audit:

Our recommendations address the design and application of the control framework as follows:

Priority
High Medium Low
Design of control framework 1 0 0
Application of control framework 0 0 1
Total 1 0 1
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